Abstract-Electronic Health Record (EHR) is a valuable asset of every healthcare and it needs to be protected. Human errors are recognized as the major information security threats to EHR systems. Employees who interact with EHR systems should be trained about the risks and hazards related to information security. However, there are limited studies regarding the effectiveness of training programs. The aim of this paper is to propose a framework that provides guidelines for healthcare organizations to select an effective information security training delivery method. In addition, this paper proposes a guideline to develop information security content for awareness training programs. Lastly, this study attempts to implement the proposed framework in a selected healthcare for evaluation. Hence, a serious game is developed as a training method to deliver information security content for the selected healthcare. An effective training program raises employees' awareness toward information security with a long-term impact. It helps to gradually change employees' behavior over time by reducing their negligence towards secure utilization of healthcare EHR systems.
INTRODUCTION
There is a wide range of training delivery methods for information security awareness programs. However, research is scant regarding the effectiveness of these methods [1] . The literature shows that many information security awareness training programs have failed to produce long-term impacts on employees' behavior [1] [2] [6] . The success of any information security awareness program heavily relies on how the content is communicated to its audience [7] . Therefore, it is vital to select the most suitable information security training delivery method [1] .
Hence, there is a need to develop a guideline for healthcare organizations to select the most suitable training delivery method for implementation of information security awareness program. It is important to develop a good training delivery method for information security awareness program that is accepted by employees to promote their participation. Furthermore, it is necessary to ensure that information security content is created through a valid process and effectively communicated with employee during awareness training program. Constructing a good information security awareness training program highly relies on the selected delivery method, design of the selected delivery method and training content.
Training Method Selection (TMS) framework is proposed as guideline for healthcare organizations to select an effective training delivery method for information security awareness. The key attributes of effective information security awareness training program are identified to be used in the proposed framework. In addition, the involvement of healthcare decision makers is important to use their insights in order to develop the framework. Hospital University Kebangsaan Malaysia (HUKM) is the selected healthcare for the purpose of this study. A serious game called InfoSecure is developed to test the effectiveness of the TMS framework. In the process of content development, Common mistakes made by healthcare employees were collected through questionnaire and wrong answers were used in development of training content. According to the findings, this study confirms that the selected training delivery method for HUKM produces desirable outcomes and accepted by both organization and employees.
II. LITERATURE STUDY
The aim of this section is to find the gap and identify issues by understanding the background and previously conducted researches that may lead to potential solutions. There are three fundamental questions to be answered in this section as follow:
The first fundamental question is‖ how to select effective training method for information security awareness training program?‖ Health organization faces many challenges when it comes to selecting and effective information security awareness training program. The literature shows most of these programs failed in the past due to different reasons. A guideline is needed to assist organizations in order to select a training delivery method for information security. The Training Method Selection (TMS) is proposed as a solution to assist healthcare organization to select the most suitable information security awareness training delivery method. The TMS framework is influenced by Morrison et al. (2004) , Manke and Winkler (2012) , and Kissack and Callahan (2010) [17] [15] [13] . TMS framework is validated by expert panel approach and tested at Hospital University Kebangsaan Malaysia (HUKM) as a selected healthcare for this study. www.ijacsa.thesai.org Based on inputs from HUKM decision makers, computer game is selected as the most suitable information security awareness training delivery method for the organization. However, TMS framework may result different if utilized by other healthcare organization.
To answer the second fundamental question, -How to construct a good training delivery method for information security awareness training program?‖. A well-designed layout, guideline, conceptual model is needed to construct a successful training program. This model can be formed based on models developed in previous studies. Previous studies recognized serious game as an appropriate solution for information security awareness training program [18] [16] [6] [20] . Although, developing a successful serious game requires a review of adequate guidelines that identified all characteristics to be incorporated in such games. The developed serious game for HUKM is called InfoSecure. The InfoSecure conceptual model is influenced by Yusoff (2010) [24] . InfoSecure is validated by expert panel and pilot test confirms the effectiveness of the game before implementation at HUKM. The main objective of this awareness training program is to raise HUKM employees' knowledge towards information security.
The third fundamental question is -How to develop an information security content for awareness training program?‖ A guideline is needed to assist organizations to create training content from the sources such as internal policy documents and international standards to be used in the selected training delivery method. Based on previous studies, an information security training content development guideline is proposed to help healthcare organization create information security content to be used as training material. As HUKM information security policy is outdated at the time this research taking place, the policy document is augmented based on information security international standards to be used as reference to create the content. Information security content of this study is validated by expert panel before added into the InfoSecure game. Format of content depends on the selected awareness training method. The result of content development for this study to be used in InfoSecure is 40 multiple choice questions and answers. All forty questions where given to selected number of HUKM employees as open ended questioner in order to collect their common mistakes as collection of wrong answer to be used in InfoSecure.
III. RESEARCH AIM
The Effectiveness of an information security awareness program has often been ignored by organizations. Electronic Health records (EHR) are the most valuable assets of every healthcare and it needs to be protected. Human errors are recognized as the major threats to electronic health record systems. Employees who interact with the systems must be trained to understand the risks associated with information security in EHR systems.
There is a wide range of information security awareness techniques. However, research is scant regarding effective information security awareness delivery methods. Although information security training programs can minimize the risks of employees' mistake, the literature shows that many awareness training programs are not effective in raising employees' awareness toward information security. The failure is due to several distinct problems such as lack of employees' willingness to participate. Hence, the main objective of this paper is to provide guidelines for healthcare organizations to implement a successful awareness training program that raises employees' awareness toward information security with a long-term impact.
Training delivery method is the key in designing an effective awareness program for information security. Hence, as the first objective, this study proposes a training method selection (TMS) framework to select an effective training method for information security awareness program. It guides organizations to select the most suitable training delivery method that fulfils organization training needs while promoting employees' engagement and increasing their interest. To meet this objective, semi-structured interviews were conducted at the selected healthcare to obtain insights from decision makers to develop the framework. The TMS framework is implemented in Hospital University Kebangsaan Malaysia as the selected healthcare. Previously conducted awareness training programs at HUKM did not produce desired outcome. Based on the TMS framework, the healthcare decision makers selected computer game method for awareness training program. HUKM requires a fun, creative training programs that covers all employees and can be conducted more frequently. Moreover, it was required that the training program should be organized in a friendly and informal manner and lasts for approximately 30 minutes. In addition, the result shows that the most common information security incident occurring in the organization include 1) phishing, 2) web using, 3) email and spam, 4) malicious code, 5) password protection, 6) privacy and confidentiality, 7) workstation and hacking, and 8) access control.
As the second objective, this study develops and implements a serious computer game for HUKM to deliver the training content. Serious games are a type of computer games designed for training purposes that bring education and entertainment together. A serious game consists of educational elements with pleasant interface. The developed serious game is called InfoSecure enhances previously developed games in a number of dimensions such as flexibility and fun. The findings indicate that serious games with combination of two genres, simulation and casual, produce satisfactory outcomes. Simulation characteristic of a game allows users to make mistakes and learn from those mistakes without worrying about the consequences of their actions as they would in the real life. Casual characteristic provides flexibility and fun required in serious games. Hence, a combination of the two genres together results in a better serious game.
As the third objective, this study proposes guidelines to develop information security content for awareness training program. Training content must be developed based on i) healthcare internal information security policy, ii) information security international standards, iii) common information security mistakes made by employees, iv) selected training delivery method, and iv) targeted audience profile. It is realized that HUKM internal policy document, in some parts, is not in line with international standards. Therefore, this study www.ijacsa.thesai.org proposes policy augmentation for HUKM. Subsequently, training content is developed for HUKM based on the augmented policy document. The main objective of training content is to enforce HUKM information security policy document.
IV. TRAINING DELIVERY METHOD FRAMEWORK
According to Holton (1996) , the main failure of training programs is training design [10] . Training delivery method has a direct influence on success of training program [17] . The key to enhance an effective training program is to select an effective training delivery method [17] . In many cases, awareness training seem less likely to enhance employees' performance and they fail to produce satisfactory outcomes [2] . Even though it is necessary to ensure that an information security awareness program covers appropriate topics, it is important to select suitable training delivery methods [1] . Similar to any other programs, the success of an information security awareness program heavily depends on the way awareness information is communicated [7] . There are various types of training delivery methods for information security awareness program adapted by organizations [1] . Even though studies have been carried out to examine the efficiency of training delivery methods, research is scant regarding the effectiveness of the training delivery methods [1] . This study intends to fill this important gap.
The study proposes a training method selection (TMS) framework that helps organizations to select the most effective training delivery method for information security awareness program. The Training Method Selection (TMS) framework is developed based on i) Kemp instructional design model, ii) literature study, and iii) interview at selected healthcare. Kemp' model emphasizes on the importance of training delivery method. In addition, previous studies have identified important attributes that affect the effectiveness of delivery training methods, as discussed in the literature. Moreover, semi-structured interviews are conducted in a selected healthcare to obtain insights from decision makers. Figure 1 present the TMS framework.
A. Common information security issues
The first step in designing a training instruction is to identify a problem. Therefore, the initial step to design an information security awareness training program is to identify common information security issues that frequently occur by employees in healthcare organizations. These issues can be found in literature.
B. Selected information security topics
Different organizations deal with different information security issues. Therefore, organizations need to identify specific issues to be addressed in awareness training program. Moreover, content sequencing is regarded important as it helps learners understand information and materials easily. Therefore, ordering information security awareness materials by security topics help employees understand the idea properly and effectively.
C. Training content
Training content is important to help learners understand information and materials easily. Training content must be developed based on i) organization internal information security policy, ii) information security international standards, iii) common information security mistakes made by employees, iv) selected training delivery method, and iv) targeted audience profile. Organization internal information security policy is an important item to cover in training content [25] [26] [12] . Addressing internal policy helps employees understand the importance of information security and learn how to prevent incidents from happening. Moreover, looking at employees' common mistake help to determine the level of security awareness training required for organization to avoid over-train or under-train employees [25] . It is important to ensure that employees understand the delivered content; otherwise they may involuntarily put corporate information at jeopardy. Therefore, getting feedback on training content and employees' level of understanding are the keys to confirm personnel comprehension of the content as well as corporate security policy. www.ijacsa.thesai.org 
D. Refined information security policy
The initial step in developing training content is to identify common information security issues in organization. Next step is to ensure that their internal information security policy document is up-to-date and in line with international standards. Therefore, they need to review and refine the existing internal policy based on the international standards if necessary. Training content development process will be elaborated in details in section X-XI.
E. Targeted audience profile
An information security content must be developed taking to account the targeted audience profile. If the massage is deigned too hard to understand, it will drive beginners away and if too easy will make professionals bored. Looking at targeted audience profile help to determine the level of security awareness training required for organization to avoid over-train or under-train employees.
F. Common training delivery methods for information
security A critical step in the instructional design process is to select the most appropriate training delivery method. The choice of raining delivery methods has significant impact on individual performance. There are a wide range of training delivery methods. However, reference [1] identified the most proper training delivery methods for information security. The list include i) paper-based (posters and newsletter), ii) instructor-led (brown-bag seminars and classroom workshops), iii) online (e-mail, web-based training, and online discussion), iv) game-based, v) video-based, vi) simulationbased. Narrowing down the list to only those applicable for information security, makes it easier for organization to recognize the most suitable method.
G. Training success factors
A well-developed instructional strategy motivates and attracts learners to training information. The training success factors include learning process, topic coverage, accessibility, fun, motivation, and challenge. The key to enhance successful awareness training program is to ensure that the program addresses employees' needs and preferences and it promotes employees' engagement to training activities.
H. Organization training needs assessment
The instructional objectives provide a map for designing the instruction and for developing the means to assess learner performance. Therefore, organization training need including population coverage, training cost, time frame, content updatability, and supervision. For instance, organizations may require post-training, hence, content updatability allows trainers to change or edit training content. It is important to Decision makers need to carefully select those elements from the TMS map that are most critical to their organization. For example, large population coverage might be very critical to training need of a large organization but less important for small organizations. The training delivery method that has √ mark for those selected elements is the most suitable method for that organization. 
VI. TMS FRAMEWORK VALIDATION
An expert panel approach is used to evaluate the TMS framework. Panel of experts is the initial and critical step in establishing content validity. In this study, three professors reviewed the framework and semi-structured interview questions for the purpose of ensuring language, wording, layout, importance of the framework, relevancy of the framework to objectives, process of content creation, clarity of point, topic coverage of the framework and semi-structured interview questions. The expert panel provided the candidate with their inputs, correction and area of improvements.
The expert panel appraisal developed by the researcher is based on (a) literature, (b) requirement of the study, (c) guideline suggested by [14] [22] . The panel was asked to provide their recommendations of amendments based on the provided questions. Finally, based on their discussion and comments, the framework and semi-structured interview questions are modified and further improved.
The evaluation confirms the followings: a selected training method based on TMS framework could be the most suitable training method for the selected organization; the selected training method based on TMS framework could promote employees' motivation and participation in training activities; information security content created based on TMS framework could effectively deliver the training content to employees; and the program could successfully enhance employees' knowledge towards information security and strengthens their understanding of organization's information security policy.
VII. TMS FRAMEWORK IMPLEMENTATION
Hospital Universiti Kebangsaan Malaysia (HUKM) is selected as the case healthcare to implement and evaluate the TMS framework. HUKM has implemented number of awareness training programs that failed to produce satisfactory outcome. The case study approach is now widely used, and there is a growing confidence in its applicability to examine a new finding within real-life context [8] [23].
Semi-structure interviews were conducted with key decision makers of the selected hospital. Multiple interviews were conducted with the heads of IT department to identify common issues and mistakes made by employees as well as discussing the training success factor and organization needs assessment. Delphi method is utilized to conduct interviews as it limits the range of respondents' feedbacks and helps coverage toward correct answers. The inputs obtained from the semi-structured interviews intend to evaluate the framework and also to identify which training method is best approach for HUKM. The questionnaire consists of clear and concise instructions divided into four parts.
Eventually, HUKM decision makers converged to the conclusion that computer game-based training is an effective awareness training program to raise employees' awareness toward information security in HUKM. Computer game-based training is perceived as an engaging approach to enhance www.ijacsa.thesai.org employees' awareness toward information security. Computer game was selected as it fulfills the organizations' need and promotes employees' engagement.
VIII.
SERIOUS GAME Serious game refers to a game that is primarily designed for training purposes rather than pure entertainment. Computer games designed for training purposes should integrate educational content with multimedia while providing pleasant interface [19] . Reference [4] (Figure 2) as it is the most efficient and effective model for serious games [5] . As Yussof (2010) explains, capability is player's capability to be learned in the game. Instructional content refers to the subject matter that player is required to learn. Both capability and Instructional content are components of intended learning outcomes, which refer to the objective playing a serious game. Game attributes are game functions that support players learning and engagement. Game attributes and intended learning outcomes are components of learning activity. Game genre refers to style and characteristics a game that specifies the type of environment for the set of activities to be played within the game world. Game mechanics are the components that offer more enjoyment and engagement to a game. Figure 3 is the developed conceptual model for InfoSecure game. Because this is a conceptual model, it can be used as a guideline that visually represents the arrangement of the InfoSecure game elements. POLICY AUGMENTATION HUKM has not developed its own information security policy document, and thus, it follows Universiti Kebangsaan Malaysia's (UKM) information security policy. Even though HUKM is ISO certified, there are sections outdated or insufficient in details in the policy. Therefore, to develop appropriate training content, this study augments HUKM information policy document based on relevant international standards. The aim of augmentation is to encourage policy makers in HUKM to update current internal information security policy and to use the augmented document to create future content for post-trainings. To augment HUKM internal policy document, the researcher reviewed and refined the document using international standards including ISO 27002, SANS, and HIPAA.
IX. THE INFOSECURE CONCEPTUAL MODEL
For demonstration purposes this paper only shows policy augmentation process for -control of logical access‖ policy. As shown in Table 2 , the column on the left is a list of topics selected from HUKM policy document and international standards. The other four columns are selected sources including HUKM, ISO, SANS, HIPAA. The first step is to gather a list of topics. The researchers reviewed HUKM policy as well as the other three sources to identify missing information in HUKM document. For instance, as table shows, HUKM does not have any policy regarding workstation use. The next step is to distinguish which of the topics are covered by each source, as indicated by √ in the table. Subsequently, the strength and quality of policy statement provided by each source was carefully evaluated in comparison with HUKM's policy statements. Policy statements were extracted from sources and incorporated into HUKM policy document when necessary, as indicated by [√] .
A. Control of Logical Access
The objective is to safeguard healthcare information assets including electronic health record from unauthorized access. Security facilities are required to prevent unauthorized access to health information systems. Logical access to health information systems should be only given to authorized individuals. Table 3 proposes policy augmentation for control of logical access. 
User Authentication
The system should be able to provide the following facilities: 1. The password entered in the form of not visible; 2. The length of password must be at least eight (8) characters long with combination of characters, numbers or other symbols; 3. The password is encrypted during submission; 4. Password file is kept apart from the data for main application system; and Access attempt is limited to five (5) 
XI. TRAINING CONTENT FOR HUKM
This section explains the process to create training content for HUKM from the augmented policy document. In what follows, information security questions and answers are described.
A. The Questions
As discussed earlier, the TMS framework was implemented at HUKM and it is found that computer game is the most suitable training delivery method for this healthcare. The purpose of this section, is to develop training content in the form of information security questions. A total of 40 questions are created based on HUKM augmented policy document.
B. The Wrong Answers
This study conducted a survey among healthcare employees to collect employees own wrong answers to information security questions. The wrong answers are, used to design the training content. This approach is helpful i) to understands the knowledge level of employees about security topics, iii) to address employees' real problem in understanding information security topics, and ii) to mislead employees and to evaluate their real understanding of subject matters. For this purpose, information security questions are 
in form of open-ended structure and they are distributed among employees. For example, many employees responded that the minimum length of strong password is four characters whereas the right answer is eight characters.
C. The Correct Answers
The correct answers, on the other hand, are extracted form HUKM augmented policy document, because the objective of training content is to enforce HUKM policy document. For instance, on user authentication topic, the minimum length of strong password is eight characters as stated in HUKM policy document. However, ISO suggests that a strong password must contain at least fifteen characters. Although HUKM is ISO certified, the correct answer to choose should be minimum of eight characters. However, only few sections of HUKM policy document have insufficient information on some of the selected topics. Therefore, some of the questions and correct answers are taken from international standards and verified by the healthcare. Since HUKM is ISO certified, ISO 27002 is prior to other international standards. Table 4 presents the questions and answers created for password protection. C2. Passwords should never be written down or stored on-line without encryption.
Note: Q stands for question; S stands for source; W stands for wrong answer; C stands for correct answer
XII. THE INFOSECURE GAME FOR PASSWORD PROTECTION
This paper develops a serious game called InfoSecure as a training tool to deliver the developed information security content. The InfoSecure game consists of 8 subgames each covering an individual topic. For demonstration, figure 4 shows screenshots of an InfoSecure sub-game that covers password protection. The story of the game is to remove all viruses before reaching the main server by answering all questions correctly. InfoSecure is a dynamic game and not static. That is, instructors are able to change and customize the training content as well as the graphics. Instructors with administrative privilege are able to determine the number of questions from a range of one to ten. Science and Applications, Vol. 8, No. 2, 2017 202 | P a g e www.ijacsa.thesai.org There are two icons on top right corner: mute/unmute and home button. The home button redirects user to the main page to whether replay the same game or play a different game. Below the top banner, there is a green color dice on upper right side of the screen. Every time user clicks to roll the dice a new question displays and the total number of questions are set to the number of questions determined by trainer. Once a question is answered correctly, a green color √ mark appears indicating that correct answer is chosen, and the virus icon fades away. If user selects a wrong answer, a red color × mark appears indicating that user selected a wrong answer, and at the same time, the correct answer will be shown by a green color √ mark. Once an answer is select, whether correct or wrong, user can click on next question button and proceed with rest of the questions. User is required to answer all questions correctly otherwise he/she has to replay the game until all questions are answered correctly and the game is marked as completed on the home page. To prevent users from memorizing the patterns of correct answer, the order of questions randomly changes whenever a game starts. Once all questions are answered, a result page appears that displays game topic, username and score.
(IJACSA) International Journal of Advanced Computer

XIII. INFOSECURE PILOT TEST
A pilot test was conducted as a preliminary trial for the InfoSecure game. Pilot test helps researchers to identify (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 8, No. 2, 2017 203 | P a g e www.ijacsa.thesai.org possible flaws or weaknesses in a product. Ten participants for the pilot study, who volunteered to play the InfoSecure game, were randomly selected and divided into two groups. Five multimedia students from UKM made up the first group, while another twenty HUKM employees made up the second group.
Users who play a subgame for the first time would answer information security questions based on their initial knowledge and understanding, which may be incorrect. A player who answers two questions correctly and scores 40% when playing a subgame for the first time would know that he has answered three questions incorrectly. The player then has to repeat the subgame. In the second attempt, the player would be more cautious in answering the questions, having known that some of the previously selected answers had been incorrect.
With the assumption that the player manages to answer four questions correctly and scores 80%, he still has one question to answer, and thus has to play the subgame all over again. The subgame cannot be deactivated and marked as completed until all five questions have been correctly answered and a 100% score is attained. Hence, the subgame has to be replayed until all of the questions are correctly answered. Once the 100% score is attained, the subgame will deactivate and will be marked as completed. The order of the questions changes every time the subgame is replayed so that a player is prevented from memorizing the sequence and pattern of the correct answers. This is achieved by shuffling the questions so that they are displayed in a random order every time the subgame restarts.
Employees gain two benefits by playing the InfoSecure game; it helps them to gain knowledge on information security, and to replace the incorrect information they might initially have in their minds prior to playing the game. It also helps them to understand the importance of thinking carefully when dealing with the electronic health systems. In the game, users are allowed to make mistakes and learn from them without having to worry about the consequences of their actions as they would in real life. A player's (employee) score for each subgame, which includes his very first attempt until his last attempt in attaining the 100% score, would be recorded in a database. User progress is displayed in the player's profile, which can be viewed by both the player and the instructors. This helps the instructors to keep track of the employees' performance which demonstrates their learning curve. The aspects of player performance include the frequency of a subgame being played, the scores attained, the most difficult information security topics, and also the employees' strengths and weaknesses. The ability to evaluate the recorded information helps managers in monitoring their employees' performance and in taking the necessary actions. Players who scored 100% in all the subgames will be awarded with a certificate of accomplishment, which can be printed once the game is completed.
Nevertheless, obtaining 100% score is not the ultimate goal since it is crucial for the employees to fully understand the topics and to integrate them in their daily activities. Therefore, the game must be played frequently, as determined by the hospital management. In line with the aim of keeping the gameplay more interesting, and to avoid the reuse of static games and to maintain the players' motivation in taking part in the game, InfoSecure is developed to be dynamic by allowing IT managers to change and customize the training content as well as the graphics.
Getting the feedback on gameplay experience is the key objective in asking computer science students to participate in the game. It is not surprising that even during the first play of the game, the computer science students have managed to perform well by answering most of the questions correctly. HUKM employees on the contrary, had to play a subgame a few times before scoring 100%. Table 5 below shows sample of five employees' records for subgame covering password protection topic. Employee number 3 for example, played the phishing subgame four times. For the first play, he managed to score only 20% by getting one correct answer. For the second and third plays, the score had increased to 40% and 80% respectively. During the fourth play, the player managed to select the correct answers for all the questions and thus scored 100%. The record shows that privacy and confidentiality, and workstation and hacking are the most challenging topics compared to other topics. The score of employee number three were both 0% when he played the above two games for the first time since none of his answers were correct. His score was also 0% when he first played the subgame on access control. Employees' total plays and their lowest and highest scores on their first attempt are shown in Table 6 . The two subgames of privacy and confidentiality, and workstation and hacking were replayed more than the other subgames, each for a total of 18 times in order for the players to obtain a score of 100%. The lowest first play score goes to privacy and confidentiality (0%), workstation and hacking (0%), and access control (0%). The highest first play score goes to Phishing (80%), email and spam (80%), and access control (80%). 
XIV. CONCLUSION
This research is a noteworthy attempt to address the issues concerning the effectiveness of information security awareness training programs. The research findings revealed the importance of training delivery method and training content in designing an effective information security awareness training program. Moreover, it is found that previously designed training programs failed because they were neither supported by organizations' needs nor accepted by employees. The findings in this study show that an effective information security awareness training program should be designed based on organizations' training needs while promoting employees' engagement and increase their interest.
Therefore, it is vital to give considerable attention to develop training delivery method and training content. Hence, this study proposed a training method selection (TMS) framework that helps organization to select an effective training delivery method for information security awareness program. The framework is based on the key attributes of effective training delivery method include training success factors and organization training needs. The selected training method based on the TMS framework is both supported by organization and accepted by employees.
By using the augmented information security document as the training content, and the computer game as the training tool, policy content was effectively delivered to employees to enhance their awareness. The result of this study reflects in enhancing employees' awareness toward the augmented information security policy in HUKM. An interactive computer game-based awareness training program gradually reduces employees' negligence and promotes the secure utilization of EHR system in HUKM to protect electronic health records.
Measuring employees' level of understanding of information security before and after the awareness training program indicates that the implemented program provides desired outcome. Employees have acquired better understanding of information security and they can manage to handle security matters in a way that limits damage and reduces recovery time and costs. The training program must be repeated frequently to keep employees updated and to change their habits over time. The success of the training program at HUKM shows that TMS framework is effective and it can be used as a guideline to select an effective training delivery method. Nevertheless, the TMS framework can be used by any healthcare to select, design and implement a successful information security awareness training program.
XV. RECOMMENDATION FOR FUTURE STUDIES
There is a wide range of information security awareness techniques. However, research is scant regarding effective information security awareness delivery methods. It is necessary for counselors, educators, and professionals to consider the findings obtained from the current study to further enhance awareness training programs. The findings can be used as a resource material for researchers, scientists, and university authorities who wish to conduct research in the same field. Therefore, the findings will help as supplementary evidence to obtain new results.
This study investigated a wide range of concepts to enhance effectiveness of information security awareness training program. Even though the findings of this study contribute to the field of information security, a few recommendations have yet to be provided for future research. Considering the depth and complexity of the topic there is room to explore and investigate more. Future researchers are recommended to study more elements affecting effectiveness of awareness training programs. Moreover, the findings of this study are limited to healthcare sector and are not generalizable to all organizations, Future studies are recommended to yield more representative active results.
